DEPARTMENT OF THE ARMY
US ARMY INSTALLATION MANAGEMENT COMMAND
HEADQUARTERS, UNITED STATES ARMY GARRISON, FORT POLK
6661 WARRIOR TRAIL, BLDG 350
FORT POLK, LOUISIANA 71459-5339

REPLY TO
ATTENTION OF:

IMPO-PLS 15 DEC 2011

MEMORANDUM FOR SEE DSITRIBUTION

SUBJECT: Garrison Policy Memorandum #5 — Issuance of Contractor Common Access Cards
(CAC)

1. References:
a. Federal Acquisitions Regulation (FAR), 2005 (as amended, effective May 31, 2011).

b. Federal Information Processing Standards Publication (FIPS PUB) #201,
Personal Identity Verification of Federal Employees and Contractors, March 2006.

c. OMB Circular M-05-24, Implementation of Homeland Security Presidential
Directive #12 — Policy for a Common Identification Standard for Federal Employees and
Contractors, August 5, 2005.

d. Implementation of HSPD #12 — Policy for a Common Identification Standard for
Federal Employees and Contractors, dated August 27, 2004.

e. Army Regulation 600-8-14, Identification (ID) Cards for Members of the
Uniformed Services, Their Eligible Family Members, and Other Eligible Personnel, dated
Junel7, 2009.

f  Army Regulation 190-13, Army Physical Security Program, dated February 25, 2011.

g. Interim Policy Guidance for Common Access Card (CAC) Background Vetting
for Foreign Nationals, October 5, 2010

2. This policy memorandum clarifies the process for issuing CAC cards to contractor personnel
working on the Fort Polk installation. It applies to individuals under contract requiring routine
access to federally controlled facilities and/or federally controlled information systems.

3. The contractor initiates Contractor Verification System (CVS) application for a period
predetermined by the CVS system for all contractors that require access to federally controlled
facilities, spaces and access to Government information systems. The application is submitted
electronically through the CVS for approval. CVS sends an email to the applicant and a copy to
the Trusted Agent stating that the application was approved and instructs the applicant to proceed
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to the nearest CAC issuing facility with two forms of identification along with a copy of the
email verification. See Enclosure 1, List of Acceptable Identification Documents.

4. In accordance with (IAW) FAR section 4.1303, the contracting officer shall insert the FAR
clause 52.204-9, Personal Identity Verification of Contractor Personnel (Jan 2011), in
solicitations and contracts when contract performance requires contractors to have routine
physical access to a federally controlled facility and/or routine access to a federally controlled
information system. The clause shall not be used when contractors require only intermittent
access to federally controlled facilities. See Enclosure 2, Personal Identity Verification of
Contractor Personnel (Jan 2011).

5. All activity Contracting Officers, Contracting Officer Representatives (COR), Contracting
Officer Technical Representatives (COTR), directors, and tenant organizations should be
familiar with the procedures outlined in FIPS PUB 201, Personal Identity Verification of Federal
Employees and Contractors, March 2006 and should make sure that they are followed by all
contractors performing on contracts at Fort Polk. Contractors shall maintain and provide to the
COR an employee roster that includes the investigation status for review on a quarterly basis in

- accordance with local security requirements. See Enclosure 3, FIPS PUB 201 Guidance.

6. Penalties for Misuse of ID/CAC Cards: Any person willfully altering, damaging, lending,
counterfeiting or using ID/CAC cards in an unauthorized manner is subject to fine,
imprisonment, or both according to Title 18, U.S.C., Sections 499, 506, 509, 701, or 1001.
Unauthorized use would exist if the bearer uses the card in a manner that would enable the bearer
to obtain benefits and privileges to which he or she is not entitled.

7. Photographing, Reproducing or Unauthorized Possession of ID/CAC Cards: Title 18, U.S.C.,
Section 701 prohibits photographing, reproducing, or possessing uniformed services ID/CAC
cards in an unauthorized manner under penalty of fine, imprisonment or both. The cardholder
may allow photocopying of their ID/CAC card to facilitate DoD benefits. Photocopying is
prohibited in all other instances; furthermore, the photocopy shall not be used as substitute for an
ID card.

8. Confiscating ID/CAC Cards: ID/CAC cards are government property. When employment
termination occurs or the ID/CAC card is expired, fraudulently used or mutilated, or presented
by a person not entitled to its use, the individuals listed in Enclosure 4, ID/CAC Card
Confiscation, may confiscate ID/CAC cards under the listed conditions.

9. The cardholder who is told that they are in possession of an ID/CAC card that is questionable
because the card is mutilated, expired, being used fraudulently, altered, etc., shall be advised that
they may request a supervisor review the confiscation decision. See Enclosure 4, Identification
(ID)/Common Access Card (CAC) Confiscation.
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10. The contractor is responsible for tracking, retrieval, and return of the ID/CAC to the activity
director, COR or COTR who in turn is responsible for the return of the ID/CAC to the Fort Polk
ID/CAC issuing office. '

11. Notify the installation security authorities immediately after confiscating the ID/CAC or if
involved in a situation requiring confiscation.

12. Proponent. The Director, Security and Intelligence Division, Directorate of Plans, Training,
Mobilization and Security is the proponent for this policy.

13. This policy will remain in effect until superseded or rescinded.

4 Encls:
1. Lists of Acceptable Documents CQL. I»
2. Personal Identity Verification Commanding

of Contractor Personnel (Jan 2011)
3. FIPS PUB 201 Guidance (Mar 2006)
4. ID/CAC Card Confiscation

DISTRIBUTION:
G 1 :



ENCLOSURE 1

LISTS OF ACCEPTABLE IDENTIFICATION DOCUMENTS

LIST A

Documents that Establish
Both Identity and
Employment Eligibility

OR

LISTB

Documents that Establish
Identity

LISTC

Documents that Establish
Employment Eligibility

AND

1. U.S. Passport (unexpired)

2. Certificate of U.S. Citizenship
(Immigration and Naturalization
Service (INS) Form N-5650 or N-561)

1. Driver’s license or ID card issued by
a state or outlying possession of the
United States provided it contains a
photograph or information such as
name, date of birth, sex, height, eye
color and address

1. U.S. Social Security card issued
by the Social Security
Administration (other than a card
stating it is not valid for
employment)

3. Certificate of Naturalization
(INS Form N-550 or N-570)

4. Unexpired foreign passport, with I-
551 stamp or attached INS Form 1-94
indicating unexpired employment
authorization

2. ID card issued by federal, state, or
local government agencies or entities,
provided it contains a photograph or
information such as name, date of birth,
sex, height, eye color and address

3. School ID with a photograph

2. Certification of Birth Abroad
issued by the Department of State
(Form FS-545 or Form DS-1350)

5. Alien Registration Receipt Card
with photo (INS Form I-151 or I-551)

4. Voter’s Registration Card

5. U.S. Military card or draft record

3. Original or certified copy of a
birth certificate issued by a state,
county, municipal authority or
outlying possession of the U.S.
bearing an official seal

6. Unexpired Temporary Card (INS
Form 1-688)

7. Unexpired Employment
Authorization Card (INS Form I-688A)

6. Military dependent’s ID card

7. U.S. Coast Guard Merchant Mariner
Card (MMC)

8. Native American tribal document

4. Native American tribal
document

5.U.S. Citizen ID Card (INS Form
1-197)

8. Unexpired Reentry Permit (INS
Form 1-327)

9. Driver’s license issued by a
Canadian government authority

For Persons under age 18 who are
unable to present a document listed
above (see #10 — 12 below):

6. ID Card for use of Resident
Citizen in the United States (INS
Form 1-179)

9. Unexpired Refugee Travel
Document (INS Form I-571)

10. School record or report card

11. Clinic, doctor or hospital record

7. Unexpired employment
authorization document issued by
the INS (other than those listed
under List A) '

10. Unexpired employment
authorization document issued by the
INS which contains a photograph (INS
Form 1-688B)

12. Day-care or nursery school record




ENCLOSURE 2
PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL (Jan 2011)

1. The contractor shall comply with agency personal identity verification procedures identified
in the contract that implements Homeland Security Presidential Directive-12 (HSPD-12), Office
of Management and Budget (OMB) guidance M-05-24 and Federal Information Processing
Standards Publication (FIPS PUB) Number 201.

2. The contractor shall account for all forms of Government-provided identification issued to
contractor employees in connection with performance under this contract. The contractor shall
return such identification to the issuing agency at the earliest of any of the following, unless
otherwise determined by the Government:

a. When no longer needed for contract performance.
b. Upon completion of the contractor employee’s employment.
c. Upon contract completion or termination.

3. The contracting officer may delay final payment under a contract if the contractor fails to
comply with these requirements.

4. The contractor shall insert the substance of Federal Acquisitions Regulation (FAR) clause
52.204-9, Personal Identity Verification of Contractor Personnel, including this paragraph (4), in
all subcontracts when the subcontractor’s employees are required to have routine physical access
to a federally controlled facility and/or routine access to a federally controlled information
system. It shall be the responsibility of the prime contractor to return such identification to the
issuing agency in accordance with the terms set forth in paragraph 2 of this section, unless
otherwise approved in writing by the contracting officer.



ENCLOSURE 3
FEDERAL INFORMATION PROCESSING STANDARDS (FIPS) PUB #201 GUIDANCE

a. Contracted companies will ensure that new employees hired to support a contract have
been vetted and have a good chance of passing a background investigation.

b. Contractors who do not require a security clearance must have a National Agency Check
with Inquiries (NACI). The contractor will ensure new hires complete their investigation request
through the Personnel Security Investigation Portal (PSIP) by initiating the process through the
sponsoring security office no later than 15 days from the date of hire.

c. The process shall begin with initiation of a NACI or other Office of Personnel
Management (OPM) or National Security community investigation required for Federal
employment. This requirement may also be satisfied by locating and referencing a completed and
successfully adjudicated NACI. At a minimum, the Federal Bureau of Investigation (FBI)
National Criminal History Check (fingerprint check) shall be completed before credential
issuance.

d. Employees who require a Common Access Card (CAC) and access to a government
information system will be granted a waiver after the successful submission of the investigation
paperwork through PSIP and a favorable review by the installation sponsoring security office.
Derogatory information on the initial review can result in the denial or revocation of a CAC. An
unfavorable adjudication of the NACI will result in loss or denial of credentials and computer
access.

e. During identity proofing, the applicant shall be required to provide two forms of identity
source documents in original form. The identity source documents must come from the list of
acceptable documents included in Form I-9, OMB No. 1115-0136, Employment Eligibility -
Verification. At least one document shall be a valid State or Federal government issued picture
identification.

f. The contractor representative will notify government Contractor Verification System
(CVS) Trusted Agent (TA) of new employee CAC requirements. Company representative must
provide all personnel data required to process CVS application with the TA, including security
investigation requirements.

g. The contractor initiates CVS application for a period predetermined by the CVS system.
The application is submitted electronically through the CVS for approval. CVS sends an email
to the applicant and a copy to the TA stating that the application was approved and instructs the
applicant to proceed to the nearest CAC issuing facility with two official forms of identification
and a verification document.

h. The activity Trusted Agent Security Manager (TASM) or TA will notify the contractor of
his or her eligibility to receive a CAC and provide a copy of the email verification.



i. After the contractor’s status in Defense Eligibility Enrollment Reporting System (DEERS)
reflects “verified” the eligible contractor will then receive a CAC. The issuance of the CAC
does not imply any privileges or entitlements other than access to the installation.

j. The issuing authority may issue a CAC early to civilian personnel whose current CAC
expirations would take effect while on temporary duty involving contingency operations or over
a holiday, a weekend or other non-duty days that conflict with a normal schedule. Exception:
contractors tasked to deploy past the duration of their contract employment end date, the CVS
shall be the primary enrollment for DEERS and CAC issuance to eligible contract personnel.

k. Agencies who employ temporary personnel (e.g. contract employment under special
arrangements with schools, businesses, state and local governments, etc.) should apply this
guidance as follows:

(1) Employed greater than 6 months — Apply all sections of this guidance, including the
required background investigation (e.g. “completed NACI or other OPM or National Security
community investigation”).

(2) Employed 6 months or less—

(a) Apply adequate controls to systems and facilities (i.e. ensuring temporary staff
has limited/controlled access to facilities and information systems).

(b) Provide temporary employees and contractors with clear documentation on the
rules of behavior and consequences for violation before granting access to facilities and/or
systems.

(¢) Document any security violations involving these employees, and report them to
the appropriate authority within 24 hours.

(d) Identity credentials issued to these individuals must be visually and electronically
distinguishable from identity credentials issued to individuals to whom the standard does apply.

1. Foreign nationals who have not resided in the United States for three of the last 5 years
will be processed for a FBI Fingerprint Special Agreement Check through OPM, unless
otherwise prohibited by the terms of the host nation agreement.

m. Foreign nationals who have resided in the United States for at least 3 of the last 5 years
will be processed for a NACI in accordance with (IAW) current guidance.

n. Foreign official representatives, to include military, employee, or contract support
personnel, who possess an approved visit access request and are accredited or certified with an
Army organization IAW the National Industrial Security Programs and OPM Final Credentialing
Standards meet the requirements for CAC issuance.

0. At card renewal (not to exceed 5 years), the NACI requirements should be followed IAW
OPM guidance.



ENCLOSURE 4
IDENTIFICATION (ID)/COMMON ACCESS CARD (CAC) CONFISCATION

Confiscating ID/CAC Cards: ID/CAC cards are government property. When employment
termination occurs or the ID/CAC card is expired, fraudulently used or mutilated, or presented
by a person not entitled to its use, individuals listed below may confiscate ID/CAC cards as
indicated.

1. Verifying officials, commissioned or noncommissioned officers, military police, security
members, or base entry controllers may confiscate the ID/CAC if it is expired; being fraudulently
used; presented by a person not entitled to its use; mutilated or illegible.

2. Senior installation officials if shoplifting is involved (senior installation official determines
when to confiscate ID/CAC cards).

3. Civilian employees (appropriated and non-appropriated fund) of benefits and privileges
activities, if ID/CAC card recipients of any service have cards that are mutilated in such a
manner that their use as a credential is questionable, expired, obviously altered, or if an ineligible
person presents the ID/CAC card.



